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Era of Persistent Conflict

Protracted confrontation  . . .  fueled by six important trends
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Current Acquisition/Fielding

Results – Capability to the Field 

Significantly Lags Behind Technology
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•Reachback
•BFT
•Chat
•BCOTM
•Pervasive ISR 
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Looking Back – What It Means
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Stryker Light Armored Vehicle-III

Stryker LAV-III

Family of Vehicles (Nov 2000)

–2 main Variants: Infantry Carrier 

Vehicle & Mobile Gun System

–11 different configurations/uses

Lighter & more mobile than 

Abrams & Bradley

Developed as interim for 

Future Combat Systems (FCS) 

Vehicles

Goal is to deploy a Stryker 

Brigade worldwide in 96 hours
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Stryker Brigade Combat Teams
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SBCT Warfighters’ Forum (WfF)
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Command Post of the Future (CPoF)
Enables Near-Real 

Time Collaboration

– Dispersed Situational 
Awareness Tool 

– Common Operational 
Picture (COP)

– Collaborate with live 
map, VoIP & “white 
board” highlighting

– Visibility down to 
Company-level

– Situational Awareness
& 2-D to Disadvantage 

UsersMy 
Pasteboard

3D Map 
View

Shared 
Pasteboard

Enemy / Red Force

• Provides 3-D picture

• Provide rapid terrain 

appreciation

• Linked to 2-D Map

• Allows 3-D Map 

manipulation

Draw & highlight

• Real time updating

• Other Pasteboards 

–Master Schedule

–SITREPs

–All are Shareable

Friendly / Blue Force

CPoF 3-screen Config
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Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)

6 November 2008 12America's Army: The Strength of the Nation – Army Strong



Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)
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Command Post of the Future (CPoF)
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Battle Command – Web 2.0

RSS

Notifications

Mashup

Methodology
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Malware Threat

Example: Facebook message sent with YouTube Link

Link contains iFrame or user clicks to install update & installs 

malware on PC

28,940 different malicious & unwanted programs were 

detected on User PCs in Aug, a increase of 8,000 from Jul

Projections are for a 10-fold increase in malware objects in 

2008 – a „hockey-stick‟ growth of ID theft & Cyber crime
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Botnets

 In 2008 Botnets continued to become worse – a trend 

expected to continued next year

–2007 estimates 10% of online computers were in Botnets

–2008 estimates Botnets may comprise up to 15% of computers

Botnets growing at faster rate than viruses or spam due to:

– Infections can occur thru legitimate Web sites

–Bot exploits/malware delivery are more sophisticated & obscure

–Users need do nothing to become infected, e.g. visit a Website

Botnets/Bot-Armies harness considerable computing power to 

engage in a variety of insidious & malicious activities

–Data Theft (SSAN, Credit Cards, Trade Secrets, etc.)

–DDoS Attacks

–Spam Delivery

–DNS Server Spoofing

America's Army: The Strength of the Nation – Army Strong 256 November 2008



Source:  Georgia Tech Information Security Center (GTISC) Report – October 15, 2008

Cyber Warfare
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Source:  Georgia Tech Information Security Center (GTISC) Report – October 15, 2008

Cyber Warfare
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Source:  Georgia Tech Information Security Center (GTISC) Report – October 15, 2008

Cyber Warfare
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Conclusions!!!

Posturing for Persistent Conflict
…driving an Expeditionary Army

DoD Information Technology
…continuously lagging generation(s)

Army Way Ahead
…work comprehensive Web 2.0 effort with DoD & Industry

Assured Situational Awareness
…Bottom Line to Joint Warfighter
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Service-Disabled Vet-Owned Small 
Business (SDVOSB) Opportunities

Veterans Benefits Act of 2003 & 
Executive Order 13360 sets goal of 
3% for SDVOSB Contracts

Over 12,000 SDVOSB firms 
registered in Central Contractor 
Registration (CCR) Database

Center for Veterans Enterprise 
maintain VetBiz Vendor Info Pages 
(VIP) Database

Army Small Business Website 
useful resource for SDVOSB 
http://www.sellingtoarmy.info

Government Services Agencies 
Website useful resource as well 
http://www.gsa.gov/portal

http://www.sellingtoarmy.info/
http://www.gsa.gov/portal

